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Crowdsourced YARA Rules
Matches rule Methodology Suspicious_Shortcut_lconRemote HTTP by @itsreallynick (Nick

Carr) from ruleset gen_url_persitence at https://github.com/Neo23x0/signature-base
& Ly Detects possible shortcut usage for .URL persistence

Crowdsourced Sigma Rules (O
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2 matches for rule Suspicious MsiExec Directory by Florian Roth from Sigma Integrated
Rule Set (GitHub)
Ls Detects suspicious msiexec process starts in an uncommon directory
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ZoneAlarm by Check Acronis

Timeout Unable to process file type
Point
Alibaba Unable to process file type SecureAge APEX Unable to process file type
Avast-Mobile Unable to process file type CrowdStrike Falcon Unable to process file type
Cybereason Unable to process file type Cylance Unable to process file type
Cynet Unable to process file type eGambit Unable to process file type
Elastic Unable to process file type Palo Alto Networks Unable to process file type

Symantec Mobile Trapmine

. Unable to process file type Unable to process file type
Insight
Trustlook Unable to process file type Webroot Unable to process file type
Ikarus
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